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The law protects your comPuters
quitting, in many circumstances
it should at this time cut off authorized access to the comPuter
and make it known to the emþloyee that the employee no
longer has consent or authoritY

1l /fanv comnanies are conl\/l ceined ho* ,o protect
electronically
IYltn.ir
stored information and Prevent
it from being accessed, altered
or deleted by unauthorized individuals. Ih some cases, these
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"hackers" can be the companY's

own employees: Either: during
employment or on their waY out
the door, they exceed their access to the company's computers

and wrongfully obtain company
information. While comPanies
have long been able to bring suit
in state court for this type of

wrongful conduct, a relatively
new law allows employers to
seek relief in federal court.

In 2008, Congress Passed a federal statute that creates certain
risks for employees and provides
employers a right to file a lawsuit in circumstances in which
employees have engaged in
unauthof ized use of a com-.
pany's computer system and the
information stored on company
computers. Although the legislation is commonly used by federal
enforcement agencies to prevent
fraud and related activity in connection with computers, it also
creates a civil remedy for private
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to access the protected comPuter
system or the information stored
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anything

of value and causes

loss or damage in any one-Year
period aggregating at least
$5,000 in value.
Employees risk being sub-

jected to litigation under this
federal statute if, among other
things, they access without au-

thorization their employer's

on the computer system. A departing employee who finds a
way to avoid this directive and
gain unauthorized access to the
company's computer sYstem maY

be sued under the

federal

statute.

The federal statute does require that an individual who intentionaily accesses a computer

without authorization or

ex-

computer system and the infor- ceeds authorized access must
mation stored therein or exceed cause damage or loss in excess
the authorized use or otherwise of $5,000. Under the CFAA a
obtain unauthorized access by "loss" includes any reasonable
using another person's password cost to any victim, including the
or engage in hacking in order to cost of response to an offense,
assessrnent of damage, and
obtain information.
guard
restoration of the data, Proagainst
Employers can
unauthorized use of their com- gram, system or information to
pany computer systems by draft- its condition prior to the offense,
ing and having employees' along with any revenue lost, cost
execute a computer oPerating incurred or other consequential
policy. or agreement. It shouid damages incurred because of inspell out the scope of the em- terruption of service.
ployee's authorized access, the
Costs associated with investi-

duration of use, and prohibit gating intrusions into a comemployees from sharing or bor- puter network and taking
and
Fraud
The Computer
subsequent remedial measures
Abuse Act prohibits unautho- rowing passwords.
However, even in the absence are losses within the meaning of
rized access of any protected
computer that causes damage or of written agreement, emPloyers the statute. Thus, it is not necesloss. An employee risks viola- can still seek relief under the sary for data to be physicallY
tion of this federal statute when federal statute if they have changed or erased in order for a
he or she accesses a protected taken steps to limit or curtail an company to show that it has suf-

businesses.

computer without authorization

or

exceeds authorization
granted; and knowingly and
with intènt to defraud obtains

employee's access to computers.

For example, when an emPloYer
discharges an employ€ê oÍ re.
ceives notice that an employee is

fered a loss or damages. It is sufficient to show that there has
See
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Welãmess programs ðnd imeemtives
n June 3, the Internal

taining specific health targets. The recentlY Pubtished final regulations

Rev-

enue Service, Department of
Health and Human Services,
and Department of Labor Published
final regulations implementing the
Affordable Care Act requiremerlts
for wellness programs integrated
with employer-sponsored health

increase the maximum Per-
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missible incentives under
outcome-based wellness
programs from 20 Percent
to 30 percent of the total
cosf of emolovee-onlv cov-
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been an impairment to the integrity
of the data, as when an intruder re-

trieves password information from a
computer, and the rightful computer
o\Mner must take corrective measures to prevent the infiltration and
gathering of any confidential information on the computer.
Of course, as mentioned previously, if an employee had authorized
access to the computer and upon
separation from the company retained trade secret information, or
confidential information, then the
company may have various claims
under state law, including misappropriation of trade secrets under the
Uniform Trade Secrets Act, breach

of

contract, breach of fiduciary
duty, conversion and interference.
But when an employee does not have
authorized access, the CFAA permits a company to sue in federal
court - where the company can seek
not only damages, but injunctive relief as well.
There may be some strategic advantage to companies filing suit in
federal court as opposed to state
court. Attorneys retained to represent individual employees who reside in small towns or rural areas
often prefer to be in the state circuit
court where the individual resides.
In contrast, companies headquartered in big cities or in different
states frequently want to have the
option of commencing the litigation
in federal court. Lawsuits brought
under the CFAA give the federal
court jurisdiction over all claims,
provided one of the actions states a
claim under the CFAA.
Therefore, it is important that
employers keep this statute in mind
when considering their options
against an employee who has exceeded his or her authorized access
and obtained company information.
*r(*

GmtRGmFe: Urcder fedet'al laws, srnokers
terol level, or programs that impose
a surcharge or penalty on tobacco
users.

The new regulations make clear
that employer-sponsored programs
that contain health-contingent
wellness programs must satisfy additional requirements under the
ACA s antidiscrimination wellness
program provisions. These requirements include making program rewards available to all employees,

offering a different, reasonable
means of qualifying for a reward if
an individual cannot meet a stan-

dard, disclosing in plan materials
the availability of alternative
means of qualifying for a reward
and providing "reasonable alternatives" to any individual who cannot
perform or achieve the standard
due to a medical condition to ensure that the outcome-based initial
standard is not mere subterfuge for
discrimination or underwriting
based on a health factor. Failure to
satisfy these requirements may result in the imposition of civil action brought by regulators or a
lawsuit brought by individual employees.

The final joint regulations are titled Incentives for Nondiscriminatory Wellness Programs in Group
Health Plans. However, there are inconsistencies between the wellness
program regulations and certain
provisions of the ACA and other
statutes, including the Americans
with Disabilities Act Amendments
Act and Genetic Information
Nondisclosure Act, designed to
eliminate workplace discrimination
based on health status. For exam-

non-competition
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mer employees. Contact him at 503-276-2149 or
ihunt@banan.com.

practice that the ACA has expressly
sought to eliminate with the prohibition on rating based on.pre-existing conditions and the adoption of
guaranteed issue provisions.
Further, employer wellness programs may charge smokers more
for coverage, but must offer employees a reasonable alternative
for those unable to quit.'" This
means that an employee may participate in a smoking cessation
program, but does not need to actually stop smoking to qualify for
fhe program incentive. Instead of
opening themselves to the potential risk that a tobacco cessation
program fails to meet the "reasonable alternative standard" requirement, some may simply elect
to adopt tobacco-free hiring practices. Federal law does not cur-

rently' recognize smokers as

a

protected class. Although 29 states
and the District of Columbia have
passed smoker-protection laws,
Idaho has not adopted any such
statute. Thus, the wellness program regulations for tobacco cessation programs may have the
unintended consequence of pushing some employers toward selective hiring practices.
Moreover, the wellness program
rules provide the reasonable alternative standard option to individuals who cannot achieve a given
standard based on a medical condition. However, in the case of ac-
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nonsolicilation

agreements, confidentialíty oblígations and trade secrets, and litigation belween employers and their for-

ple, the wellness program provisions of the ACA allow employers to
charge different premium rates for"
healthier individuais. Yet, rate differentials tied to health status is a

Do you have a story idea or n

Richard Hunt is an attorney wíth Barran Liebman
LLP He has more than 30 years of experience representing employers and executives in matters relat-
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